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“Practical Advice To Make Your Business Run Faster; Easier And More Profitably”
“As a business owner, you
don’t have time to waste on
technical and operational
issues. That’s where we
shine! Call us and put an
end to your IT problems
finally and forever!”
- Jay Burgess, President
Computer Worx
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Four Ways Hackers Will Attack
Your Network
Most small and midsize business
(SMB) owners exist in a bubble of
blissful ignorance. They focus on the
day-to-day operations of their
organization, driving growth,
facilitating hiring and guiding
marketing, without a single thought
given to the security of the computer
networks these processes depend on.
After all, they’re just the little guy –
why would hackers go to the trouble of
penetrating their systems for the
minuscule amount of data they store?
And eventually, often after years of
smooth sailing through calm seas,
they get hacked, fork out thousands of
dollars to malicious hackers and
collapse beneath the weight of their
own shortsightedness.
The facts don’t lie. According to
Verizon’s annual Data Breach
Investigations Report, a full 71% of
cyber-attacks are aimed squarely at
SMBs. And while it’s unclear exactly
how many of these attacks are
actually successful, with the sad state
of most small businesses’ security
protocols, it’s a safe bet that a good

chunk of the attacks make it through.
But why? As Tina Manzer writes for
Educational Dealer, “Size becomes
less of an issue than the security
network … While larger enterprises
typically have more data to steal,
small businesses have less secure
networks.” As a result, hackers can
hook up automated strikes to lift data
from thousands of small businesses at
a time – the hit rate is that high.
Today, trusting the security of your
company to your son-in-law, who
assures you he “knows about
computers,” isn’t enough. It takes
constant vigilance, professional
attention and, most of all, knowledge.
Start here with the four most common
ways hackers infiltrate hapless small
businesses.
1.

PHISHING E-MAILS
An employee receives an e-mail
directly from your company’s
billing company, urging them to
fill out some "required"
information before their paycheck
can be finalized. Included in the
very professional-looking e-mail is
continued on pg2
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a link your employee needs to click
to complete the process. But when
they click the link, they aren’t
redirected anywhere. Instead, a
host of vicious malware floods their
system, spreading to the entirety of
your business network within
seconds, and locks everyone out of
their most precious data. In return,
the hackers want thousands of
dollars or they’ll delete everything.
It’s one of the oldest tricks in the
hacker toolbox, but today it’s
easier than ever for an attacker to
gather key information and make a
phishing e-mail look exactly like
every other run-of-the-mill e-mail
you receive each day. Train your
employees to recognize these
sneaky tactics, and put in
safeguards in case someone messes
up and clicks the malicious link.

team. Instead, it’s a good idea to
make a password out of four
random common words, splicing in
a few special characters for good
measure. To check the strength of
your password, type it into
HowSecureIsMyPassword.net
before you make it official.

“...hackers can hook up
automated strikes to lift
data from thousands of
small businesses at a time
— the hit rate is that high.”

3. MALWARE
As described above, malware is
often delivered through a shady
2. BAD PASSWORDS
phishing e-mail, but it’s not the only
According to Inc.com contributing
way it can wreak havoc on your
editor John Brandon, “With a $300
system. An infected website (such
graphics card, a hacker can run 420
as those you visit when you misspell
billion simple, lowercase, eightsites like Facebook.com, a
character password combinations a
technique called “typosquatting”), a
minute.” What’s more, he says,
USB drive loaded with viruses or
“80% of cyber-attacks involve weak
even an application can bring
passwords,” yet despite this fact,
vicious software into your world
“55% of people use one password
without you even realizing it. In the
for all logins.”
past, an antivirus software was all
that you needed. These days, it’s
As a manager, you should be
likely that you need a combination
bothered by these statistics. There’s
of software systems to combat these
simply no excuse for using an easythreats. These tools are not typically
to-crack password, for you or your
very expensive to put in place,

especially considering the security
holes they plug in your network.
4. SOCIAL ENGINEERING
As fallible as computers may be,
they’ve got nothing on people.
Sometimes hackers don’t need to
touch a keyboard at all to break
through your defenses: they can
simply masquerade as you to a
support team in order to get the
team to activate a password reset.
It’s easier than you think, and
requires carefully watching what
information you put on the Internet
– don’t put the answers to your
security questions out there for all
to see.
We’ve outlined some of the simplest
ways to defend yourself against
these shady techniques, but
honestly, the best way is to bring on
a company that constantly keeps
your system updated with the most
cutting-edge security and is ready at
a moment’s notice to protect you in
a crisis. Hackers are going to come
for you, but if you’ve done
everything you can to prepare, your
business will be safe.

FREE Report: The 7 Most Critical IT Security Protections Every Business
Must Have In Place Now To Protect Themselves From Cybercrime,
Data Breaches And Hacker Attacks.

Claim Your FREE Copy Today at
www.ComputerWorxIT.com/cybercrime
Time Out Trivia: How many hot dogs did Joey Chestnut eat in 10 minutes
to win last year’s annual July Fourth hot dog eating contest at Nathan's Famous?
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Shiny New Gadget
Of The Month

Introducing The
Snap SmartCam
Today, the security of your
home is more important than
ever before. Lawbreakers are
constantly getting bolder,
and as our technology
advances, they switch up
their tactics. With that in
mind, all of us should be on
the lookout for a security
camera that’s difficult to
spot, is intelligent about the
footage it collects, and grabs
high-quality footage to
identify burglars.
Enter the Snap SmartCam,
a tiny little camera that
looks — and operates — just
like a phone charger. The
innocuous-looking device
uses motion-detecting
technology to pick up when
shady activity is going on in
your house, and takes highquality footage to catch a
person in the act. If you’re
interested, the camera will
cost you $57.00 at the time
of writing, a great deal for a
security camera of any type,
much less one that seems
so useful.
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Team Meeting with Gary Moore
B: The IT industry and landscape
changes perpetually. The changes in
technology we have witnessed in our own
lifetimes could truly have been out of a
Jules Verne or HG Wells novel. What
advice would you share with this year’s
graduates looking to pursue a career in
IT? G: I don’t know, mmm…That’s a
tough one for me. Examine the facets in
IT then try to plug into something that
will be satisfying and allow you to make a
positive contribution to society. When I
was going to tech school they fed you
every aspect of technology
so you could plug into the
area that fit your personality
and find out where your
wheelhouse is. Standardize.
Another key is to automate.
B: How do you keep your
technology skills current?
G: Working it out in the
trenches. The on the job
skill set I have acquired over
the 20+ years has been
phenomenal!

By B. Stanton

real thing is helping people, you wade
through the quagmire and find what will
benefit them and their company the
most.
B: Do you share any information about
yourself online? G: I have no social
media footprint whatsoever. I have an
email account that I share with family
and friends.
B: In the next year or so, what technology
do you see becoming mainstream?
G: Obviously cloud
computing is taking over
everything. It was the
mainframe to the PC, and
now to the super-charged
mainframe in the cloud.
Probably the smart home:
your lights, electric, gas,
security. The onset of
Alexa. Also, we will be
purchasing all of our
technology services
through monthly
subscriptions.

B: At what age did you catch the bug and
become consumed by IT and knew this
was to be your future? G: When I got out
of the military in 1978 I got into data
processing in junior college, that was
back in the day when you had to feed the
cards into the hopper. My first PC was
a Tandy TRS 80 I purchased in 1980.

B: If the fidget spinner is this generations
Rubik’s cube, and music is generated
instead of played on instruments, and
fact-based journalism is disregarded are
we to be following the way of the Dodo?
G: A dumbing down of the world I grew
up in. It’s totally different. I remember
when my dad was my age telling me the
same thing. These days its red herrings,
B: Whenever you are assigned to a
look over here not over there. I see life
project involving a new technology. What totally different. I’ve seen what it was,
is your process to get started? G: Read
and I see what it is.
about it and Lab-it-up. The weekend
before, I will test it out in my lab. I
B: What have the last few years taught
educate myself… I read books.
you? G: The last two years have taught
me to keep my mouth shut and my ears
B: What technology-related websites or
and eyes open.
blogs do you follow? G: I read all the
websites, process the information and go B: I know you enjoy playing guitar and
from there. Everybody has their own
fishing what’s one thing our readers
way. I am quick to see through things
would be surprised to know about you?
when someone has an agenda. I try and
G: I have a low threshold on boredom.
get a global perspective and then make
This job has never let me down.
up my own mind.
B: If not technology, what might your
B: What are your favorite and least
profession have been? G: Musician!
favorite technology products? G: I’ve
never really thought about it, at least not B: So then, the theme from Sanford and
in those terms. It’s what is most or least
Son, The Simpsons, Dr. Who, or Hawaii
intuitive, that’s what it is about for me.
Five-O? G: Woo-oooooo Wooooooooo
My favorite thing to do is a new server
Woo-oooo, Woo-ooooo woo-oo-oo ooo.
migration, I could do that all day. The

Get More Free Tips, Tools and Services At Our Web Site: www.ComputerWorxIT.com
(720)773-2492
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Tidbits
Surefire Ways To
Protect Yourself
From Data Leaks,
Hacks, And Scandals

discover no one has turned it
in. What do you do?

Well, first you should notify
your IT department (us!)
1. Reconsider what you put
immediately to tell them your
online. This goes beyond
device has gone missing. That
social media posts. Even
way, we can change
sharing your telephone
passwords and lock access to
number with a store associate applications and data. We can
can come back to bite you
also remotely wipe your
later.
device to make sure no one
2. Use password managers.
will be able to gain access — a
This way, you can use
key reason it’s critical to back
different, randomized
up your data on a daily basis.
passwords for all your sites
without losing track of them. Next, change ALL the
3. Use two-factor
passwords to every website
authentication. It’s a noyou regularly log in to,
brainer.
starting with any sites that
4. Encrypt the information on contain financial data or
your drive. It’s easier than it company data. If your laptop
sounds!
contained others’ medical
5. Read privacy policies,
records, financial
otherwise you may be signing information, or other
away more than you think.
sensitive data (social security
6. Monitor your credit. That
numbers, birthdays, etc.), you
way, if someone tries to use
should contact a qualified
your info to make a big
attorney to understand what
purchase, you can stop them you may be required to do by
in their tracks.
law to notify the affected
Inc.com, 4/26/18
individuals.
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About Town
Your Monthly
Entertainment Options

Wednesday July 4th
Social Distortion
Fox Street Compound
Saturday July 7th
Slim Cessna’s Auto Club
Downtown Artery
Thursday July 12th
Dean Ween Group
Boulder Theater
Friday July 13th
Michael Martin Murphy
Arvada Center
Richard III
Colorado Shakespeare Festival
University Theater

An ounce of prevention is
What To Do BEFORE worth a pound of cure, so
make sure you’re engaging us
You Go To Starbucks to encrypt/back up your data
You’re in the car on the way
and put remote monitoring
home from Starbucks,
software on all your mobile
basking in the glow of your
devices. Put a pin-code lock
triple-shot, low-foam, extra- or password requirement in
hot pumpkin spice latte when place to access your devices
you suddenly realize your
after 10 minutes of inactivity,
laptop has gone missing. You and get in the habit of logging
drive back to the store like a
out of websites when you’re
caffeinated lunatic, only to
done using them.
Trivia Answer from p.2: Seventy-Two, yes 72.

Saturday July 14th
Drew Emmitt
Fox Theater
Sunday July 15th
Seal
Red Rocks
Tuesday July 17th
Jackson Browne
Red Rocks
Wednesday July 25th
The Robert Cray Band
Washington’s
Friday July 27th
Robert Earl Keen
Levitt Pavilion
Saturday July 28th
Tedeschi Trucks Band
Red Rocks

